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Global Mega Trends
An Incredible Opportunity
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1.3
MILLION

Road traffic deaths
OCCUr every year
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OUT OF ALL ACCIDENTS GLOBALLY,

90% are caused by

HUMAN ERROR

NXO



AUTONOMY

SAFE AND SECURE AUTONOMY
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Automated Driving
Evolving Vehicle Architecture
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Requirements for a Safe System

Cyber Security
Functional Safety Zero accidents due to
Zero accidents due to system hacks

system failures

Venhicle Safety

Zero accidents due to
human error

Device Reliability
Zero accidents due
to device defects

NXEO



Safety and Security Are Closely Linked

=0
Vehicle hacks —
published since 2015 Why hacking? Why is it possible?
Valuable Data High System Complexity Wireless Interfaces
attracts hackers implies high vulnerability enable scalable attacks
: Car-generated data Up to 150 ECUs per car, 250M connected
Vehicles recalled may become a 750B up to 200M lines of vehicles on the

USD market by 2030 software code road in 2020
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Safety: Functional Safety

Software
testing

Specification of software
safety requirements

Designyphase
verification
Software architectural
design

Software
testing

Desigr‘x phase
verificition

Software unit design and
implementation

- “Traditional” Auto safety defined by standards: ISO 26262
- Automotive Safety Integrity Level (ASIL)

- ML introduces COMPLEXITY in proving FUNCTIONAL

Safety

Severity

How much
harm is done?

Verification of software
safety requirements
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Exposure Controllability
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How often is it
likely to happen?

Can the hazard
be controlled
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Safety: Behavioral Safety

- Learn to interact with non-automated vehicles and pedestrian — Driving Policy
- Predict the behavior of other agents

- Predict dangerous or safety critical situation

- Follow the rules all the time? Break them in certain circumstances? When?

NXO



Managing Complexity of System & IP Perspectives
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\ System perspective
Requirements —_— t Verification &
Management Safe Development Process - Validation

IP perspectlve
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Safety Concept Evolution

598,

HUMAN DRIVER MONITORS
DRIVING ENVIRON




Safety Concept Evolution - Industry Approach

FAIL-SAFE DEGRADED MODE FAIL-OPE‘



Safety Concept Evolution — Safe Autonomous, NXP Approach
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Normal
Mission
Plan

Saved
safing
plan

Basic Vehicle Plans

Normal Mission Plan
Driving mission towards a final
destination/goal

Saving Mission Plan
Short-duration mission towards a safe
stop

|nsls@ane Stop
Stopping plan within lane

Hard Stop Trajectony
Apply hard brake and maintain steering
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Autonomous Driving at a High Level

Monitoring and Modeling — Behavioral Policy
the Env/inonmenti,‘ _ - and Actuation

Decision frameworks
and algorithms

Sensors and

telematics mix
Fusion architectures Safe and secure decision

Interoperability over Scalability of application
~ and actuation

heterogeneous solutions [ e -
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Modeling ‘ Planning
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Autonomous Driving Challenges
Modeling

Feasibility of End-to-End solutions

» Large black-box approach not conducive to safety
* Unified compute architecture not scalable for evolving
heterogeneous compute model

Use of Unsupervised Learning

« Can it simplify the learning process?
* Can it speed up AD adoption? Will it be safe?

Where does Sensor Fusion take place

* How does this impact connectivity and BW across the
vehicle

NXEO



Autonomous Driving Challenges

Planning

Is ML-based path planning safe?
« Can Al be guaranteed to detect free space and
safe trajectory planning (yet?)

How much test time/distance is necessary to

ensure automated driving is safe?
* 1 Million/Billion/Trillion km/miles driven, how much of
real driven miles, how much simulated

Is a Fail Stop acceptable?

» Psychological trauma of a hard stop in the

-middle lane of a busy highway,
- A . . . - <

_—— —

NXO




Autonomous Driving Progress

Automotive application specific training data sets
 Pedestrians and bicycles, not dog breeds

Sensors; higher capability, more robust, less cost
* Imaging radar, smart cameras, solid state LiDAR

HPC and larger storage

* Increased server compute capacity as well as decreased cost of
storage enabling faster training and more training data generation.

Sophisticated driving scenario simulators
* Driving simulation SW with physics based scene and
environment rendering built for AD development

Higher edge compute performance
« NXP solutions enabling embedded Al at 100x higher
power efficiency compared to current deployed test AVs.

NXO



When will Fully Autonomous Cars be Available

- Uber accident in May 2018 was
turning point of peak

- Autonomous Driving Level 4 on down
slope >10 years

- Autonomous driving level 5 pm initial
up slope >10 years

...But its all about matching use case
to technology capability

Hype Cycle for Emerging Technologies, 2018
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Digital Twin Deep Neural Nets (Deep Learning)
Biochips Carbon Nanotube
Smart Workspace 0T Platform
Brain-Computer Interface

Autonomous Mobile Robots Virtual Assistants
Smart Robots Silicon Anode Batteries

Deep Neural Network ASICs Blockchain

Al Paa$
Quantum Computing

Connected Home
Autonomous Driving Level 4

Volumetric Displays
Self-Healing System Technology
Conversational Al Platform
Autonomous Driving Level 5 Mixed Reality

Edge Al
Exoskeleton
Blockehain for Data Security

Neuromorphic Hardware
Knowledge Graphs
4D Printing

Artificial General Smart Fabrics
Intelligence:
Augmented Reality

Flying Autonomous Vehicles
Biotech — Cultured or Artificial Tissue

Peak of
Inflated
Expectations

Trough of
Disillusionment

Innovation
Trigger

gartner.com/SmarterWithGartner

Source: Gartner (August 2018)
© 2018 Gartner, Inc. and/or its affiliates. All rights reserved.

Plateau will be reached in:
@ less than 2 years
. 2to5years

@ 5to10years

/\ more than 10 years

As of Au

Plateau of

Slope of Enlightenment Productivity

Gartner.
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Different Innovation Strategies
EVOLUTION AND REVOLUTION
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Revolutional

Safe, Secure
Mobility

~ACCELERATE AND WIN
IN BOTH WORLDS

Evolutional
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Semiconductors —
Foundation for Safe &
Secure Mobillity /

Better senses —
Complementary, accurate, full surround

Safety and Security by Design -

Zero Congestion Zero Accidents
' " 3'
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