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Your perspective on reality may not be wrong.

But that doesn’t mean you're the only one

who might have some insight on the truth.




Why should | care?

How does this stuff affect me?

What is the research context?
What are the future prospects?
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« Automated Driving Vehicles (ADV)
* Autonomous Robots (AR)
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Maybe because the big players care?

Google

OFFENSIVE
lllllllll SoQrates S
m MLorit
I U Consultancy
Your partner for functional safety and regulatory compliance

Grazm

amazon
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* Non-exhaustive list
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The Automotive (R)Evolution

Multiple Fields of Research

- Digitalization, data science

+« Smart Production, |1 4.0

* Virtual = Real

+ Electrification

+ Intelligent Mobility lividual Mobility
* Autonomous driving,

- Al
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Trends In the Automotive Domain

» CPS — digitalisation

> loT = connectivity

» Data analytics and Al = knowledge =

Technology push: AIEI a é.‘

ICT Electrification Connectivity Market pull:
\ evolving consumer needs
l |
. = » Infotainment & connectivity
Societal challenges: - H E » Human-machine interaction
Legislation (@ ﬁ 9)) » Customisation
® ® = » Mobility as a service
> Reduced pollution Autonomous driving Mobility g !
> Reduction of road fatalities v
» Increased mobility
» Reduced congestion
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Emergence of data market

807%
4 O of executives absolutely or partly agree that

the digital ecosystem will generate higher reve-
nues than the hardware of the car.

%
76 O absolute y or partly agree that one

connected vehicle generates higher revenue
streams than 10 vehicles which are not connected.

[KPMG, Global Executive Automotive Survey 2017]
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Emergence of data market

“Car-generated data may
become a USD 450 - 750
4 85 96 f executives absolutely or partly agree that Today - 2030 - bllllon market by 2030”

the digital ecosystem will generate higher reve- traditional automotive revenues  new automotive revenues

nues than the hardware of the car.

ehicle sales dominant Recurring revenues significantly

/ ~ ~7,050-7,350

¢ 450 -750 Car data-enabled | #ecuring revenues -
0 +36 - 419 services sty Lty
76 /O absolutely or partly agree that one % Shared mobility
connected vehicle generates higher revenue ‘ ~3 Aftermarket

»

streams than 10 vehicles which are not connected. ‘ mﬂ 0

XN One-time vehicle sales
2,750

"Significantly larger revenue pool around the car, expanding even faster”

[KPMG, Global Executive Automotive Survey 2017] [McKinsey, Monetizing Car Data]
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Emergence of data market

80%
S— O of executives ah

the digital ecosystem w|
nues than the hardware o

-

connected vehicle gene
streams than 10 vehicles|

\
: 76% absolutely or pal
|
|

-

Car data ecosystem

In-car technologies

Infrastructures

Back-end processes

=

Where is the value creation located?
What is the impact on market organization?

d data may
D 450 - 750
t by 2030”

creasing

purring revenues —
red mobility and car

g-enabied services

ster”

T

[KPMG, Global Executive Automotive Survey 2017]

[McKinsey, Monetizing Car Data]
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Value creation... and Market (Re)organization

Digital system

Automobile

Metalsmith scenario Stuck in the middle Grid Master scenario
® 2016 @ 2017 =
Strong shift of value creation due to digitalization o (-4 & (=) &
g g h—ﬂ- ﬂh—ﬁ—- 6% 8%
32%

=>» What about the required competences and skills? 1o % -
=>» What about the market organization? !! !!

= DEM will only produce the = Production and sale of an = Production and sale of an = Producticn and sale of an
wvehicle automobile automobile automobile
* OEM is the contract manufac- = Traditional leasing/financing » Offering vehicle dependant = Offering vehicle dependant
turer for an ICT company and aftersales digital product and service and independant services
features over the lifacycle of over the whole customer

* ICT company will be the one
owning the customar
relationship

the car lifacycle

= Oparation of a digital
platform to manage tha
direct customear relationship

[KPMG, Global Executive Automotive Survey 2017]
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ICT as strong driver for value creation,
leading to exponential increase of system
complexity
Opportunities for use of ICT in the [ :

aUtomOtlve domaln 1980 2000 2010 20xX  Calendar Year
« Value creation for the end-users by more

intelligent / cognitive / adaptive products S

* End-to-end city mobility provider Ne! eW

* Improving development / validation /
production efficiency by more intelligent /
cognitive / adaptive development and
production environments

= Autonomous logistics (capacity as a service)
= Industry vertical applications, e.g., yard management

oY

-\
* AD (L4IL5) b \.oduc‘s
* In-vehicle experience (e.g., emotion recognition, voice as§\§ant

= Predictive maintenance in manufacturmg

3 I
. - A
n \ Q
* Robotics in manufacturlng “m\la 1o ( {:Qr:g @ Q

Automated quality testing oce




New Market Situation

End user
Mobility solutions? Purchaser of a product or a
Who is filling the void service

created through

introduction of mobility

services??? y NB: dotted lines
Future SP? 3 OEM??? represent the future

/
The boundaries fo:-the\

engineering solutions
providers of the future are
not clear?!

OEM
Focus: design, marketing and
assembly

Tier 1
Supplying specialised
components and systems in
a tight fit with OEMs

Tier 2

Providing components that
are not necessarily intended
only for automotive
applications

Tier 3
Suppliers of raw (or nearly
raw) materials to all

Solutions Provider
Engineering solutions
provider, which supports
development and
implementations



How does this affect me?

THAT FEELING WHEN | = "Why
GET ASKED WHAT | DO
/ N
How
N 27 )\
wWhat
\ )

AND | SAY: "IM AN ENGINEER"

» www.iti.tugraz.at
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“ Insights from FP9 (Horizon Europe)
e Edge 2030 vision |

Commission

Disclaimer:
This stuff is for internal discussion — nothing decided yet!

The trends
| Evolution of computing architectures (Heterogeneous, Tensor Processing Units, Quantum processors, ASIC...)
’ Artificial Intelligence mainstreamed (and powered by big data)

Cyber-security a major concern for any application (and for governments, too)

Long term: synthetic biology, bio-

No trust in Artificial Intelligence and autonomous systems => ROBOTS STEAL OUR JOBS
Too difficult / expensive to develop dependable, high quality software => SW DEVELOPMENT NOT FOR HUMANS
No access to internals of processors (not built in EU) => CANNOT GUARANTEE SECURITY

Edge 2030 vision

= Commission

e.g. Intel Management Engine or According to one estimat
Qualcomm Secure Execution Environment consumes more than 5,0l =
The constraints

server error
lease try later

. _ _ Energy / spectrum g e
[Sandro D’Elia, EC, Ecsel Austria conference, April 2018] Data transmission is expensive. Mobile data transmission b:::(e,
depends on radio spectrum which is a limited resource g

Safety / latency / predictability
Autonomous systems cannot rely on cloud-based computing
camera in all situations

& please ai

Help me!

Privacy / secl

K Processing data at the edge, without transmitting and storing it in the cloud,
is good for privacy and security (and also for GDPR compliance)

09




Hackers Remotely
Kill a Jeep on the
Highway—With Me
in It

Wired - 21.07.2015

EuroSPI 2019

W



E E Q Signin News Sport Reel Worklife Travel Future I

NEWS

Home Video World UK Business Tech Science Stories Entertainment & Arts

Technology

Twitter CEO and co-founder Jack Dorsey
has account hacked

% Dave Lee
North America technology reporter
‘\ gy rep

© 31 August 2019 f © ¥ [N < Share

EuroSPI 2019
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News related to 0T Security

Q@ TECHNICA i i o row o o

FROM RUSSIA WITH LOVE —

aE| VPNFilter malware infecting 500,000
NE devices is worse than we thought

Malware tied to Russia can attack connected computers and downgrade HTTPS.

Home

DAN GOODIN - 6/6/2018, 3:00 PM
Techno

Twitter CEO and co-founder Jack Dorsey
has account hacked

a Dave Lee
' North America technology reporter
%)

© 31 August 2019 f © ¥ [ < Share

EuroSPI 2019
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News related to 0T Security

dl'S TECHNICA

SEARCH Developer Top DaaS providers Security More «»

Amazon Echo randomly recorded and sent a Portland couple's
conversation

Home A Portland couple claimed that their Amazon Echo smart speaker recorded a conversation and
transmitted it to someone in their contact list-an employee of the couple-in Seattle. The original
report is suspect, though Amazon confirmed to CNET that the incident occurred as described.

Techno

TWIttl The model of the Echo Dot photographed in the original port is capable of outputting sound to an
has a external speaker through a 3.5mm audio cable. If a speaker was attached to the Echo Dot, but
turned off, the microphone in the Echo Dot unit would still be active, though it would have been
| impossible for the owners to hear an audio prompt through the speaker. The original report fails
:

< I to mention this possibility, likewise, the report fails to correctly identify the device as an Amazon

Echo.
® 31 August zu1v T W W L e Ollaie

EuroSPI 2019

~N W
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News related to 0T Security
Cyberm ABOUT DATABASE PURCHASE _

The Cyber Research Databank

TOp ] 0 sectors Breached 5 providers  Security More «
E E (Ordered by Number of Identities Exposed) ,
couple's
Number of Percentage of
Rank Sector Identities Exposed Identities Exposed
| Retail 205,446,276 s 9%
2 Financial 79,465,597  23% jed a conversation and
Techr 3 Computer Software 35,068,405 m 10% »-in Seattle. The original
4 Healthcare 7,230,517 12% yccurred as described.
5 Gov. and Public Sector 7,127,263 12%
TWI g SoclaTIelIi:ct:v:‘rkmg 361;(2)23(2)(1) : 160/‘;6 of outputting sound to an
has 8 Hospitality 1,818,600 | 5% 2d to the Echo Dot, but
4 Education 1,359,190 | 4% ugh it would have been
10 Arts and Media 1,082,690 | 3% . The original report fails
% 1e device as an Amazon
< Source: Symantec
© 31 Auyust zuio T 14 w L e OlldiE

EuroSPI 2019
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News related to 0T Security
BUSINESS

NEWS DAILY START GROW BUILD LEAD FIND @01

Small Business Solutions & Insoiration Your Business  Your Business Your Career Your Team A Solution

SALES & MARKETING  FINANCES YOUR TEAM  TECHNOLOGY SOCIAL MEDIA  SECURITY

E‘ Product and service reviews are conducted independently by our editorial team, but we sometimes make money when you click on link:

N Grow Your Business » Technology

® The Security of Connected Medical Devices

E By Adam C. Uzialko, Writer | May 10, 2019 07:00 am EST f o Wo ino @

TV e The healthcare industry is very vulnerable to cyberattack.

e The most common types of threats are ransomware, malware, data breaches, DDoS and
h cryptojacking.

A

e Patient care and safety, data loss, and damage to a healthcare provider’s reputation are
among the consequences of networks being attacked.

L

e To stop cyberattacks on medical devices, you need to monitor and segment devices, keep

o 31 software updated, and implement a response plan to an attack.

EuroSPI 2019

s
9
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News related to 10T Security
BUSTINESS

Uber confirms that massic global data breach impacted 2.7 million UK I
customers and drivers

i Posted 30th November

1k
THOUGHT LEADERSHIP Ride-hailing service Uber has confirmed that as many as 2.7 million people in the UK wer
: 2 57 million who were impacted by a 2016 hacking incident that the company hid from cus
regulators for over a year.

E By Adam C. Uzialko, Writer | May 10, 2019 07:00 am EST

Tv e The healthcare industry is very vulnerable to cyberattack.

e The most common types of threats are ransomware, malware, data breaches, DDoS and
h cryptojacking.

A

e Patient care and safety, data loss, and damage to a healthcare provider’s reputation are
among the consequences of networks being attacked.

4.3

e To stop cyberattacks on medical devices, you need to monitor and segment devices, keep

o 31 software updated, and implement a response plan to an attack.

EuroSPI 2019

4
0
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News related to 0T Security
BUSTNESS ~ -

Uber confirms that massic global data breach impacted 2.7 million UK I

customers and drivers
ki | MORE=| A > AUDIO FB'

AUDIO e

&4 Twitter n Facebook i Email

Tv

e The most common types of threats are ransomware, malware, data breaches, DDoS and
h cryptojacking.

al

F e Patient care and safety, data loss, and damage to a healthcare provider’s reputation are
ﬂ among the consequences of networks being attacked.
‘
<« e To stop cyberattacks on medical devices, you need to monitor and segment devices, keep
o 31 software updated, and implement a response plan to an attack.
EuroSPI 2019 4
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So What!?

What is the research context?
What are the future prospects?

» www.iti.tugraz.at
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Industrial Cooperation — I3 Viewpoint

Business Viewpoint

* Business needs
* Business enablers

Usage Viewpoint

* Engineering stories
* Application needs

Functional Viewpoint

» Dependability constraints * *

» System-wide features
* Function-centric approaches

Technology Viewpoint

 Technology bricks *
* Fundamental research

lIRA viewpoints
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ITI Research Groups

Embedded Automotive Systems
« Real-Time Operating Systems
« Multi-Core Architectures
Hardware/Software Co-Design
« Semiconductor HW/SW co-design
 Power awareness
Industrial Informatics
« Safety & security of industrial system
« Resiliencein lloT
Networked Embedded Systems
« Low-power wireless networking
Smart Services
« Service oriented architectures




Pro2Future Competence Centre on

Activities

Products and Production Systems
of the Future

http://www.pro2future.at

Focus: Development of industrial ICT systems, to facilitate
cognitive products and production systems.

Structure: 5 Research-groups (Areas) at 3 locations (Graz, Steyr und Linz)

Area 1 (Persuasive Computing), Area 2 (Robotics), Area 3 (Analytics),
Area 4.1 (Cognitive Products), Area 4.2 (Cognitive Production Systems)

Area 4.1 Cognitive Products

Lead: Kay Romer; Manager: Konrad Diwold; Nr. of Researcher: 4
Area Focus: Dependable Sensor-, ICT,- and Software solutions for cognitive products

Flasel | kowledgenase
‘i;'jf-n Knowledge management

;o | =

= —
oo s oo
Intelligent fail-safe Dependable smart grid Data-driven Wireless in-car

concepts SIEMENS communication  SIEMENS process optimization RIS communication



Dependable Things Research Center
@ TU Graz

http://dependablethings.tugraz.at f ))

DEPENDABLE
INTERNET
OF THINGS




) DEPENDABLE THINGS -!i-r'i;!n

Dependable Internet of Things in Adverse Environments

Critical Applications

Connected smart cars
for safe & efficient transport

Smart health

for a better life Smart production

for personalized products

Smart cities
for sustainable resource usage
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Indoor Localization Cror elipses showng postor
Evaluating the performance of the =
single-anchor localization system f
In typical office environment § ;
= Accuracy: Tl 080
= Clear line-of-sight: 0 =,
median < 8cm, 90% error < 20cm ’
= QObstructed line-of-sight:
median < 14cm, 90% error < 30cm | R ;
= Dynamic scenario: 08l ) i
= 24 hour run with 3 tags and up to Z g4
15 people in the room 3; 1l #
= Average error: = ;
< 34cm, 90% error < 79cm o204 Tt EOS
00! 0.2 014 016 0.2

position error in meter
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Multi-Layer Resilience Architectures for
SCADA Systems eSSt
‘%if/

Adaptive Software

Systems in Industrial

Control Systems

Orient Decide
Observe Knowledge Act
. Base
vents /\
K +| q Actions
nowiedee Scari Scari

AN / N\

Control Devic ontrol Control Control
% Deyice Device evice
Central Module sca ri IM M Interface

ccru Module Scari Scari Scari
contre'=

IFCPU
v Scari

ACPU ‘ ‘
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Uncertainty Propagation in 10T

Predictive Maintenance .
Sensor Fusion

Quality
3.3m+5%
. uoar < ] ——— 3.33mds
'
H RESULT
' 3.2m+7%
E RADAR ((‘._—- ECU LiDAR
N Time a!
0.4 056 0.8 1 1.2 3.5m+10% SN
maintenance failure SONAR 'I||II'I'> 3 a2

Approximate Computing

Time (ms)

001 Error Magnitude 0,001 0,000

Sensor Fingerprinting Fault Detection

System 1 i\ system2 X

7
EuroSPI18: Krisper et al. 1
Use-Cases for Uncertainty I

Propagation in Distributed
Control Systems
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Runtime Executable Dependability Properties

Recommen-
dations

Human Readable

Knowledge

( Safe & Secure

Self-Adaptive

| System (MaPE-K)
A

observe

control

INSpIRA Workflow
Methods '/'/_ o
INSpIRA-\'
P I A
g - e ~
o |
£ ——
= -D{Requirements Tree}(-
S |
b= I
o | Structure Tree
,E Engineering |
E Toolchain | Function Net
a \
iy | Failure Net
} Recovery Strategy
o Generic Test Execution ~ Machine _~
v Execution Engine Readable
£ enene | (wasex) L_Knowledge
. -
dEJ optional
'.E System ' observe | | suD a
S Implemen- ﬁ System under “g
o tation control =| Development =

EuroSPI17: Macher et al.

Towards Engineering of

Cooperative Automotive
Cyber-Physical Systems

EuroSPI118: Dobaj et al.
Towards Executable
Dependability Properties

: Product x J—D Reg. 1 ]—P Req. 1.5 J—D Req.'1.5.3}

Y Y
Productx ————  Group ———F Component ———F Unit

Y Y Y
F1 -— F2 - F3
Y h Y . Y
> Effect1 “_{as Failure 1 CEESE T Cause 1
observe T Recovery Strategy 1 trigger
r — 1 execute ( P —
(anaivie] (B ] () obseve | _Pian
Know- @ Know-
-~ Monitor \Iiad_ge Eige gx:ecui
L 1 g
observe | observe ¢ 'i" ge"@g’te Test Execution Engine
observe generate
s sup |z Self-Test
’E System under | B[
£| Development | £ n
_Recommendatluns

System in Operation




Science... never solves a problem without creating
ten more.

George Bernard Shaw (1856 — 1950)
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Science... never solves a problem without creating
ten more.

George Bernard Shaw (1856 — 1950)

The most profound technologies are those that
disappear. They weave themselves into the fabric
of everyday life until they are indistinguishable
from it

Mark Weiser 1991






No, nothing is worn.
Everything Is in perfect
order.




