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Industrial Automation
Programmable Logic Controller (PLC)

Wind Parks

Factories

PLC:

- Industrial computer

- Industry standard interfaces
and software platform

loT &
Cloud Services
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Industrial Automation

Security
MQTT Protocol: loT communication of reactors and prisons
publicly visible T .
17.02.2017 09:44 clock - Uli Ries ﬂ"m{{; neise securlty
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Hackers use Triton malware to shut down
plant, industrial systems @let

The malware has been designed to target industrial systems and critical infrastructure.

a By Charlie Osborne for Zero Day | December 15. 2017 — 09:54 GMT (0954 GMT) | Topic: Security

loT &
Cloud Services
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Industrial Automation

Security
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Hackers use Triton malware to shut down
plant, industrial systems @let

The malware has been designed to target industrial systems and critical infrastructure.
—— IEC 62443

Security for
5 Industrial Automation

and Control Systems
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IEC 62443 -

Security for Industrial Automation and Control Systems

Set of standard documents that considers product and process security

Policies &
Procedures

IEC 62443-3-x: System Security Requirements,
Risk Assessment, ...

IEC 62443-4-x: Component Security Requirements,
Component Secure Development Lifecycle Requirements
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IEC 62443-4-1

Requirements on Threat Analysis

M s required to ensure that security threats for the product are identified,
validated, documented, addressed and tested”

m “all products shall have a threat model with the following characteristics:
Processes, data stores, interacting external entities;
Flow of categorized information throughout the system;
Trust boundaries;

Internal and external communication protocols implemented in the
product;

Potential attack vectors |[...];
Potential threats and their severity [...];

Mitigations and/or dispositions for each threat;

[...]"
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Motivation for Threat Analysis

“Is Your Product Secure?”

“Well, ..."

The real questions:

B Secure under what conditions (in what context)?

B Securing what (assets) against what (threats)?
Answer:
B What are the product’s security objectives? Systematic
B What security requirements does it fulfill? Threat Analysis
(taken countermeasures) Method

B What is the residual risk? (no 100% security)

\
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Motivation for Threat Analysis

“Is Your Product Secure?”

“Well, ..."” Y |
PHCENIX
CONTACT
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B Securing what (assets) against what (threats)? .
_ o Answer:
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Threat Analysis Compliant with IEC 62443-4-1

Threats

Countermeasures

1. =g Specify System and its Security Context

2. @ Determine Assets and Security Objectives
3. : Identify and Localize Threats

4. E] Determine Countermeasures

5. Eﬂ Assess Risk of Threats
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1. Specify System and its Security Context El(g

Data Flow Diagram

OPC UA Request / File Read

OPC UA Response \ File Content

\ Control Network
Trust Boundary

\
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1. Specify System and its Security Context I:Kg

Data Flow Diagram

/ Trust Boundary

External Entity /
OPC UA Request / File Read

SCADA Control Unit

Process

Monitoring (PLC)

OPC UA Response \ File Content

Process
\ Data Store

Data Flow \ Control Network
Trust Boundary

\
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2. Determine Assets and Security Objectives

/
/ Availability
@ - of customer data
3
:rcoI:ZsAs Control Unit D
D
Monitoring (PLC) SD Card
OPC UA Response \\ File Content
\

\ Control Network
Trust Boundary

\

PHCENIX HEINZ NIXDORF INSTITUT ~ Fraunhofer
Slide 12 CONTACT IEM



3. Identify and Localize Threats
STRIDE Approach - Example Threat for OPC UA Communication

X

OPC UA Request / File Read Confidentiality

~ of customer data

£

SCADA Control Unit

Process
Monitoring

\ Threat 1 (Information Disclosure):
/ Data flowing from “PLC"” to “SCADA"

SD Card

|
| (PLC)
\

OPC UA Response " may be sniffed by an attacker.

\

\ Control Network
Trust Boundary

\
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4. Determine Countermeasures a
Example Countermeasure for Information Disclosure Threat

OPC UA Request / File Read Confidentiality

~ of customer data

£

SCADA Control Unit

Process
Monitoring

\ Threat 1 (Information Disclosure):
/ Data flowing from “PLC"” to “SCADA"

SD Card

|
| (PLC)
\

OPC UA Response " may be sniffed by an attacker.

\ Use OPC UA Security Mode

\ %Lr;rgmﬁgvav@rk (encrypted communication)

\
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5. Assess Risk of Threats El
Unmitigated Risk and Residual Risk

Risk Type Attack Required Required Required
Vector Privileges  Skills Resources

Unmitigated | Plant None No Secur. Low

OPC UA Request / File Read

—

- 1=

SCADA
Process

Control Unit

Monitoring

/ Threat 1 (Information Disclosure): /

Data flowing from “PLC"” to “SCADA"
OPC UA Response " may be sniffed by an attacker.

\ Control Network
Trust Boundary

\
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5. Assess Risk of Threats El
Unmitigated Risk and Residual Risk @

Risk Type Attack Required Required Required Severity

Vector Privileges  Skills Resources
Unmitigated | Plant ‘ Major

Severity Bug Bar - File Read
Information Disclosure —

I\

@ ERife]olal[ Sensitive personal
data disclosed ontrol Unit e

Major Targeted sensitive (PLC)
data disclosed

Threat 1 (Information Disclosure): /
Moderate Random sensitive Data flowing from “PLC"” to “SCADA"
data disclosed may be sniffed by an attacker.

Random insensitive
data disclosed Control Network

Negligible Public data disclosed Trust Boundary

\
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5. Assess Risk of Threats
Unmitigated Risk and Residual Risk

Risk Type Attack Required Required Required Severity Risk
Vector Privileges  Skills Resources

Unmitigated | Plant None No Secur. Low

OPC UA Request / File Read

—

SCADA
Process

Control Unit

Monitoring

/ Threat 1 (Information Disclosure): /

_ Data flowing from “PLC"” to “SCADA"
OPC UA Response may be sniffed by an attacker. g
c

\ Control Network
Trust Boundary
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5. Assess Risk of Threats
Unmitigated Risk and Residual Risk

Risk Type Attack Required Required Required Severity Risk

Vector Privileges  Skills Resources
Unmitigated | Plant

Residual Plant Authentic.
OPC UAREqUEST 7

Major

Major : Moderate
ITe Read T

e —

SCADA Control Unit

Process
Monitoring

\ Threat 1 (Information Disclosure): /
/ Data flowing from “PLC” to “SCADA"
: S c
OPC UA Response \\ may be sniffed by an attacker. ZU
)

\ Use OPC UA Security Mode

\ %Ergmﬁ;‘;"gk (encrypted communication)
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Threat Analysis Compliant with IEC 62443-4-1

Threats

Countermeasures

1. =g Specify System and its Security Context

2. @ Determine Assets and Security Objectives
3. : Identify and Localize Threats

4. E] Determine Countermeasures

5. Eﬂ Assess Risk of Threats
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Threat Analysis Tool Support
Microsoft Threat Modeling Tool (TMT)

'ﬁ' Intro - Threat Modeling Tool 2016 _ O X

File Edit View 5Settings Diagram Reports Help

Diagram 1 X
Generic Data :
Store Web Service { Browser
.$QI‘ Query Service Data i
Threat List X
A
D ¥ Diagram Changed By ~ Last Modified State ¥ Title ¥  Category ¥ Short Descripti ™ Description ¥ Just
16 Diagram 1 Generated Mot Started Spoofing the O5 Process P, Spoofing Spoofing is whe.. 05 Process ma...
17 Diagram 1 Generated Mot Started Spoofing of Destination D...  Spoofing Spoofing is whe.. Generic Data 5.,
18 Diagram 1 Generated Mot Started The Generic Data Store Da..  Tampering Tampering is th.. Data flowing a...
19 Diagram 1 Generated Mot Started Data Store Denies Generic...  Repudiation Repudiation thr...  Generic Data 5...
20 Diagram 1 Generated Mot Started Data Flow Sniffing Infermation Disclosure Information dis..  Data flowing a..
17 Threats Displayed, 17 Total
Threat Properties 1 x
ID: 20 Diagram: Diagram 1 Status: | Mot Started " Last Medified: Generated

Title; |Data Flow Sniffing

Categery: | Information Disclosure

Data flowing across SOL Query may be sniffed by an attacker. Depending on what type of data an attacker can read, it may be used to attack other parts of the system or simply

Description: be a disclosure of information leading to compliance violations., Consider encrypting the data flow.

Justification:

Interaction: |SQL Query
Prierity: |High ~

Threat Properties | Motes - no entries

Slide 20
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Threat Analysis in the Development Process
Work Products and Toolchain

N

Requirements

Specifications/Design

\V/

POLARION

Implementation

[ ]
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Threat Analysis in the Development Process
Work Products and Toolchain

____TM™MT

[

Security
Requirements

Countermeasure
Specifications/Design

Countermeasure
Implementation

\
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Threat Analysis in the Development Process
Work Products and Toolchain

Requires Integration of Threat Analysis (TMT) with

Application Lifecycle Management (Polarion)!
[ A |

________________ Penetration Test
Results

Security

Requirements M

Countermeasure POLARION
Specifications/Design

Countermeasure
Implementation

\
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Threat Analysis Compliant with IEC 62443-4-1

Threats

Countermeasures

=~ Threat Modeling Tool (TMT)

1. x5 Specify System and its Security Context e
2. @ Determine Assets and Security Objectives - . —

3. : Identify and Localize Threats | !eqﬂF
4. E] Determine Countermeasures \1

- Exchange format
5. Eﬂ Assess Risk of Threats N\ for requirements

POLARION

\
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Lessons Learned

B Findings concerning the process

B Findings concerning threat analysis

Integration with existing process and tools is crucial for
low stakeholder effort and high stakeholder acceptance

Automate as much as possible to support the developers
(“make it easy to use for non-security-experts”)

The data flow diagram alone
supports team communication and identifying threats

The Threat Modeling Tool (template) has to be tailored to the domain
(otherwise too many unreasonable, inapplicable, or too vague threats)

Generated threats do not replace creative thinking!
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Conclusion

Certified
Threat
Analysis
Process

Results:

B Defined a threat analysis process compliant with
IEC 62443-4-1 (for industrial automation
components)

B Tailored the Microsoft Threat Modeling Tool ™/
to the domain ——

see details
in paper

B Developed a tool-integration to export/update

threats in ALM tool (Polarion)

B Defined risk assessment approach
(unmitigated and residual risk)

Risk Type Attack Required Required Required Severity Risk
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Contact

Dr. Markus Fockel

Senior Expert

Software Engineering & IT Security
Telephone: +49 5251 5465-120
markus.fockel@iem.fraunhofer.de

Sven Merschjohann

Research Associate

Software Engineering & IT Security
Telephone: +49 5251 5465-167
sven.merschjohann@iem.fraunhofer.de

Dr. Masud Fazal-Bagaie

Group Manager Software Lifecycle
Software Engineering & IT Security
Telephone: +49 5251 5465-153
masud.fazal-bagaie@iem.fraunhofer.de
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