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Overview

• Motivation & Brief Introduction to IoT

• IoT Security Challenges

• Security Basics

• Teaser Afternoon Workshop

 IoMT

 Mobile Medical Apps (MMAs)

 MMA Data in Flow 

 Cybersecurity Workshop 

Objectives 
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IoT Cyber-Security Market

• Identity & access management solution segment 

was valued at USD 255.8 million in 2017

• Market projection is USD 2.11 billion by 2025

• Smart home & consumer application segment 

dominated the market in 2017 and is projected to 

reach USD 2.93 billion by 2025

• IoT data security market will become the fastest 

growing segment in the IoT cybersecurity market, 

with revenues growing from $3B in 2019 to $7B in 

2022
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https://www.grandviewresearch.com/press-release/global-internet-of-things-iot-security-market , Sept 18

https://ihsmarkit.com/research-analysis/cybersecurity-the-fastest-growing-iot-market.html , June 19
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News related to IoT Security5
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Typical IoT Architectures12
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Differences between IT and IoT

(excerpt)

IT IoT

Device volumes Limited number per 

institution

Very large volume

Device types quasi standardized Wide variety of custom 

devices

HW / SW quasi standardized Custom

Management & Control quasi standardized Mostly unmanaged

Devices access Restricted Quasi public

Risk Data, revenue & 

reputation losses

+ life threatening impacts

Connectivity Private networks & 

central connection to 

WWW

ubiquitous

14

18.09.2019EuroSPI 2019 1

4



IoT and balancing of the forces 

 availability (Sec.): readiness for correct service 

 reliability: continuity of correct service 

 safety: absence of catastrophic consequences on the user(s) and the 

environment 

 integrity (Sec. - “improper” meaning “unauthorized.”): absence of improper 

system alterations 

 maintainability: ability to undergo modifications and repairs 

 confidentiality (Sec.): the absence of unauthorized disclosure of information 

15

18.09.2019EuroSPI 2019 1

5



Internet of Things and the Cyber Threat 

Landscape
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© Deloitte & Touche LLP18.09.2019EuroSPI 2019 1
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Security Concepts17

© OWASP

GDPR Requirement - ‘Privacy by Design’ 
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Cyber-Security at Development Time

• Security Development Lifecycle (SDL) required

• Understand threat vectors

• Understand risks and exposure possibilities

• Set risk management

• Identify security solutions & architecture approaches

18
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Cyber-Security at Development Time

• Security Development Lifecycle (SDL) required

• Understand threat vectors

• Understand risks and exposure possibilities

• Set risk management

• Identify security solutions & architecture approaches

• Security must be incorporated holistically

• Device design

• Manufacturing

• Testing and validation

• Post-purchase maintenance and aftermarket
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Security happen on multiple layers20

© https://iiot-world.com/reports/an-overview-of-the-iot-security-market-report-2017-2022/
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Internet of Medical Things - IoMT 

IoMT – a connected 

infrastructure of health 

systems and services. 

18.09.2019

http://medgizmo.info/news/internet-of-things-iot-healthcare-applications/

https://investimpactly.org/2017/06/29/how-iomt-can-help-meet-elderly-health-care/
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IoMT and Cybersecurity  
The scale and cost of breaches is often significant and far reaching. 

Need to safeguard patient safety, maintain the security and privacy 

of patient information. Breaches of health information can have 

serious consequences for: 

– Patients harm or wellbeing 

– An organisation, including reputational and financial harm. (Deloitte 2019) 
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IoMT and Cybersecurity  
The scale and cost of breaches is often significant and far reaching. Need 
to safeguard patient safety, maintain the security and privacy of patient 
information. Breaches of health information can have serious 
consequences for: 

– Patients harm or wellbeing 

– An organisation, including reputational and financial harm. (Deloitte 2019) 

MMAs are being developed persistently without proper security application, 
principally due to the lack of:

– Regulation requirements - General Data Protection Regulation (GDPR), raises 
compliance issues in the domain of consent, could help towards more secure 
IoMT use cases.

– Understanding of current standards - is a lack of specific standards tailored to 
IoMTs security

– Best practice pertaining to data security in healthcare – lack of training and 
experience
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Issues Security of MMA and IoMT

There is a lack of specific standards tailored to IoMTs security
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applications increases the risk landscape; therefore, their 

security needs to be addressed. 

18.09.2019 27EuroSPI 2019



Issues Security of MMA and IoMT

There is a lack of specific standards tailored to IoMTs security

The increased flow of information from IoMTs endpoints and 

applications increases the risk landscape; therefore, their 

security needs to be addressed. 

The moment you deploy applications, they’re vulnerable, 

creating the broadest attack surface for patient data and an 

organisation

18.09.2019 28EuroSPI 2019



Issues Security of MMA and IoMT

There is a lack of specific standards tailored to IoMTs security

The increased flow of information from IoMTs endpoints and 

applications increases the risk landscape; therefore, their 

security needs to be addressed. 

The moment you deploy applications, they’re vulnerable, 

creating the broadest attack surface for patient data and an 

organisation

Most precarious state is MMA data flowing across open 

networks and unknown systems due to it’s exposure to more 

threats which increases the vulnerability.
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What is a MMA - US FDA Categorisation
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What is a MMA –Europe Categorisation
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July 2016, the European Commission issued a guidance 

“Qualification and Classification of Standalone Software” to assist 

the app developers in qualifying their software as a medical device. 

In EU, health-related apps, generally known as mHealth apps, are 

categorized as:

– Medical Apps: Generally used in prevention, diagnosis, and treatment of 

diseases (CE certification is required for these apps).

– Non-Medical Apps: Related to fitness, lifestyle, and well-being.

Several EU member states such as France, Spain, Germany, and 

Italy are participating in developing the guidance for MMAs to 

provide clarification on the European Commission guidelines. 
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What is Data in Flow

The term data flow was published in ISO/IEC 2382-7:2000 Information 

technology – Vocabulary - Part 7: Computer programming (ISO/IEC 

2000) remains unchanged in the revised 2015 standard. Data flow is:

“…movement of data through the active parts of a data 

processing system in the course of the performance of specific 

work” 
[(ISO/IEC 2382:2015, 2121825(ISO/IEC 2015a)]

Context of my research, data flow is the path data and information 

takes through a system comprised of software, hardware or a 

combination of both, that includes all nodes through which the data 

travels, from its original source to its end users.
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16/09/2019 ©  Lero 2015 33

Potential Data Flow of a MMA connected to an Embedded 
Insulin Pump
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Potential Data Flow of a MMA connected to an Embedded 
Insulin Pump

18.09.2019

Privacy by Design
GDPR Requirement
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Cybersecurity Workshop Objectives

Offer the fundamentals through practice for security and 
privacy of MMA data in flow by:

– Provide a use case MMA data in flow to exercise cybersecurity 
practice

– Provide overview of assessing security and privacy requirements 
for MMA information in flow

– Applying suitable customised security and privacy controls, Data 
Flow Security Controls (DFSCs), with an established threat 
modelling methodology within the use case 

Analyse and compare the use of STRIDE and the Secure Data 
Flow Framework
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Conclusion
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