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» In cases when the assessment takes place in the context of a cybersecurity-relevant e
development, all cybersecurity-specific aspects in the PRM and PAM must be considered. ——

» Specific cybersecurity requirements relevant to the engineering activities along the whole @ rooress v
prOdUCt IlfeCYC|e @ {\ust. Detlev (Consultant)

» Basic risk methodology for road vehicle cybersecurity
» Organization of work (planning, tailoring, responsibilities,..)
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Bernhard Sechser
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» Indications in the direction of homologation are to be assessed critically.
» Meaning of reference implementation of CSMS

» Selected work results can be used as evidence for vehicle cybersecurity during the type
approval (UNECE R.155) and re-certifications.
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VECTOR >
Aspects of the ISO/SAE 21434 in the scope of Automotive Spice® for Cybersecurity

Domains of cybersecurity activities described in
clauses of the ISO/SAE 21434:2021

Organizational Cybersecurity Management
Addressed by an audit of the

CSMS (Cybersecurity Management System) /
Project Dependent Cybersecurity Management ISO/PAS 5112 .
(not covered by the Automotive SPICE® for

. : Cybersecurity)
Distributed Cybersecurity Management

Continual Cybersecurity Activities

Addressed by an assessment according to

Concept Post-Development:
Sp el 2 Automotive SPICE® for Cybersecurity

Phase Product Production
DeveIOP' Operations/ Maintennce

_CS . ment End of support/
Validation decommissioning

Threat Analysis and Risk Assessment Methods

Liedﬂce,Thom";if} 6/18 © 2023, Vector (,"Du':\t'ﬂg Services GmbH. All rights reserved. Any distribution or copying is subject to prior written approval by Vector. V1.0 | 2023-08-27
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Bidirectional Traceability and Consistency

Threat scenarios

A

SEC.1.BP2
SEC.1.BP3
e

Cybersecurity goals

SEC A.BP4
SEC.4.BPS

Validation specification SEC 4.BP4

-

F
SEC.1.BP2

SEC.1.BP3
y

Cybersecurity

requirements <

SEC3.BP4
SEC 3.BPS

o a .

Validation results

Risk treatment verification
specification

SWE.3 BPS
SWE.3 BP6

Liedtke, Thomas
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SYS.3BP7 |SWE.2BP7
SYS.2BP8 vSWE.Z BP8

Architectural Design

SEC3.BP4
SEC.3.BPS

Pl
«
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\ /

SEC.2.8P8
SEC.2.BP9

Software detailed
design

s GmbH. All rights reserved. Any

listribution or c

SEC.3.BP5

SEC.3.BP4

Verification results

- Bidirectional traceability

Software units

pying is subject to prior writter

Bl Consistency
I PAM3.1 relation

Source: Automotive SPICE® for Cybersecurity PRM/PAM v1.0
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ISCN

www.iscn.com

ISCN Experiences with the assessment model (in assessments with co-assessors from AUDI AG,
MB, lead Tier 1).

Acquisition Process

System Engineering Process Group (SYS)

Management Process

Group (ACQ) Group (MAN)
— e o SYs.1 MAN.3
ACQ.2 Requirements Elicitation Project Management
Supplier Request and
Selection SYs.2
System Requirements SYth.S T MAN.5
ACQ.3 Analysis System Qualification Test Risk Management
Contract Agreement SYs.3 SYs.a =T
System Architectural System Integration and 2
ACQ.4 Design Integration Test Measurement
Supplier Monit:
upplier Monitoring VAN
Software Engineering Process Group (SWE; Cybersecurity Risk
ACQ.11 ngi e Pl ) Management
Technical Requirements SWE.1 SWE.6
Software Requirements Software Qualification Test
ACQ.12 Analysis
Legal and Administrative
. Requirements SWE.2 SWES
Software Architectural Software Integration and
ACQ.13 Design Integration Test
Project Requirements SWE.3 SWE.4 Reuse Proc( ess Group
Software Detailed Design S REU)
ACQ.14 and Unit Constuiction Software Unit Verification
Request for Proposals REU.2
C urity Engineerin, ss Group (SEC Reuse Program
Management
ACQ.15 SEC.1 SEC.2 SEC.3 SEC.4
Suppl lificat Cybersecurity Cybersecurity Risk Treatment i
i e P i Requirements Elicitation Implementation Verffication Rk Trastmant Vaikdaticn
Supply Process Group Supporting Process Group (SUP) Process Improvement
(SPL) Process Group (PIM)
SPL.1 SUP.1 SUP.2 sur.4 supP.7
Supplier Tendering Quality Assurance Verification Joint Review Documentation PIM.3
Process Improvement
SPL.2 sup.8 SUP.9 SUP.10
5 Configuration Problem Resolution Change Request
Product Release Management Management Management
Primary Lifecycle Processes ] | Organizational Lifecycle Processes | | Supporting Lifecycle Processes | | scope ASPICE for Cybersecury |

MAN.7, SEC.1, SEC.2, SEC.3 have always
been selected for the assessments.

ACQ.2 so far has not been selected at all

ACQ.4 (not marked in model, only in
guideline mentioned as extended) was
always selected and had to be rated
separately for the CS relevant supplier

SEC.4 penetration test had to be done by
an independent organisation. Still SEC.4
at Tier has been assessed for the
cybersecurity case validation part. And
the contract and reports from the
penetration test were checked.

Richard Messnarz

e

Noha Moselhy (Guest) &
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Assessor

v Can perform (team)
assessments and generate
reports

Has only access to
assessments where he/she is
an assessor

ISCN

WWWLISCN.Com

TEAM ROLES

Organisation Content Provider Administrator

=

v Adds and imports new

process assessment models

v Edits existing process
as5e5850rS assessment models data

v Create new organization
{business unit) accounts

v Generates benchmarking

Creates and edits
assessments

Creates and assigns

Tailors domains
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VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center

Automotive SPICE® V4.0
Automotive SPICE® Guidelines V2.0

A/

eport from C Working Group 13

More

& Share invite

o x

N \’J o Leave ‘ v

Camera Mic Share
Participants >4
- e O\

¥ In this meeting (49) Mute all
0 Richard Messnarz '
Organiser i
0 Ahmad Abdallah (Guest) )
M g guest
Aljaz Podobnik a
0 External k
0 Andreas Riel &
0 Aust, Detlev (Consultant) )
External
Balaraman Prabhu Narayanan G... 9
External
Bernhard Sechser a
0 External k
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Damjan Ekert (Regional Representative Austria/Slovenia since Q1/2023)

R |

VW SQIL — SW Quality Improvement Lead $ 2

Senior SW Project Manager at ISCN GesmbH - /
\"Y J

About
Automotive SPICE Competent Assessor since 2008

Automotive SPICE Principal Assessor and Instructor (Provisional)

EuroSPI/ASA Certified Trainer for Functional Safety Manager

Member of the EuroSPI Program Committee

Working Group Member for the development of Automotive SPICE® for Cybersecurity Training
Working Group Member for the development of the Process Expert Training i

Damjan Ekert
Intacs-AT21-2331-20107-13
Email: dekert@iscn.com &
damjan.ekert@intacs.info

Planned Activities 2023

» Online( or Onsite) Workshop on Automotive SPICE 4.0 (Discussion) in Slovenian Language October
2023

* Online (or Onsite in Graz, Austria) Gate4SPICE Event on Automotive SPICE for Cybersecurity for Q4
2023

intacs.infonlil

Damjan Ekert =h
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PACT FOR SKILLS PARTNERSHIP
IN THE AUTOMOTIVE-MOBILITY ECOSYSTEM

DR. JAKUB STOLFA, ASA PRESIDENT, JS@SKILLS-ALLIANCE.EU
MAREK SPANYIK, VSB-TUO, MAREK.SPANYIK@VSB.CZ
DIEDIDIER STEVENS, ACEA, DIEDIDIER.STEVENS@DSTEU.ONMICROSOFT.COM
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® Profile of innovation capability

Key performance  Score for the key performance indicator

B=
ISO/TR 56004 Figure B.4

ISO/TR 56004 Figure B.4
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Level 5 Innovating
PASY Process innovation
1 PAS2  Process Optimizaion

Level 4 Predictable

measurementand control of PA4T  Process Measurement

e i gy [ 2o e

/

Level 3 Established
PAJA Process Definition
/1 PA32  Process Deployment

Level 2 Managed
PA21  Performance Management
} PA22 Work Product Management

|Level 1 Performed
chieve its process

iNTACS/ISO 33020

iINTACS/ISO 33020
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About Software Process Assessment Process Assessment Model Browse Domains Help

Welcome to the Capability Adviser Web Assessment Portal
for ISO56000 Benchmarking!

'

on 9 we Mikus Zelmenis (Guest) &

« improved security *

« improved stability *

« improved speed *
asse

& Stolfalaku.. &

ns in the benchmarking view

pt
g options for excel exports
DUQg:

« fixed some minor bugs

* this is made possible because we are now using PHP 8 .
- & Wiokka Ab... &

EuroSPI platform and

configured the
infrastructure

Michael, M. &  WegnerTh.. &

E_I:IIU Si’:l' Certificates & Services GmbH

Damjan Ek...

Co-funded by the
Erasmus+ Programme

of the European Union ‘
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Aljaz Podobnik

Benchmarking of Assessment Data
Capability adviser tool export & utilisation

Andreas Riel

Balaraman Prabhu Narayanan G...
Inputs:

« In the capability adviser tool, the process scope, target level etc can be defined for each project assessment
« Multiple std and customized fields are available in the tool
Utilisation:
« Publish the data internally; allows user-friendly filters/views/charts
« Allows to access the best practices & weaknesses
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Benchmarking of Assessment Data
Capability adviser tool export & utilisation
Inputs:

» In the capability adviser tool, the process scope, target level etc can be defined for each project assessment

« Multiple std and customized fields are available in the tool
Utilisation:

= Publish the data internally; allows user-friendly filters/views/charts

» Allows to access the best practices & weaknesses
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* (Case 0: Classic according to VDA

/-\\I reas Rie
* The project has different sub-teams working with the same process area but having different @)’A"d =
processes, tools, methods e Aust, Detlev (Consultant)
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Separating base software from function software team s rabs Norayanon ..
Separating different suppliers in ACQ.4 Exteral
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Bernhard Sechser
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* Case 1: Suppliers covering different engineering process areas

* The project has different suppliers working in different engineering process areas and having © sernrars steoe
different processes, tools, methods in the management and supporting processes fors Ao

External

Separating Requirements Engineering, Design, and Testing e e
Separating different suppliers in ACQ.4 e External
Damjan Ekert

Danijel Anti¢
* The same platform is used in a set of application projects i

. A % % Detlef Fehrer (Guest)
* Example. SW lib rolled out to projects, many variants of the lib used, roll out of the 9
platform assessment e Etzel, Haiko (K-GQS/1)
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s 8

&

Fedele, Andrea

External

5

e Gremen Viktor (AE/ECF-EE-HU)

&

Andreas Riel
A Crahar Datricle A (Exvtarnai =

23°C S - g - a 12:47
. Stark bewalkt SEARe 2 i H > - 28/08/2023




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15

