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ISO/SAE 21434-clause 15: Threat analysis and risk
assessment – Mapping to Automotive SPICE© MAN.7-BPs

Introduction and Items at Different Level 

Item Definition (9.3)

Cybersecurity Concept (9.5)

Cybersecurity Goals (9.4)

Perform Risk Analysis
[RQ-09-03]

Derive Cybersecurity Goal 
[RQ-09-05]

Select Risk Treatment Option 
[RQ-09-04]

Cybersecurity Requirements [RQ-09-09] → System or SW or HW
and their allocation to Components [RQ-09-10]

Asset 
Identification 
(incl. Damage 

Scenarios)

Impact Rating

Threat Scenario 
Identification

Attack Path 
Analysis

Attack Feasibility 
Rating

Risk Value 
Determination

Risk Treatment 
Decision

Cybersecurity 
Goals & Claims

Threat Analysis and Risk Assessment (clause 15)

BP1
BP3

BP3

BP3
BP4

BP5 BP5

BP5 BP6

[ASPICE-CS;ISO21434;LiMe24]
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TARA looks at the same cybersecurity item at different levels of detail

Introduction and Items at Different Level 

SYS.1

SYS.2

SYS.3

Vehicle TARA
(concept level)

SWE.1

SWE.2

CS
Specifications

Validation

SYS.5

SYS.4

CS
Goals

SWE.6 / 
Validation

CS
Goals

Tier-1 TARA
(system/ SW level)

Assumed TARA 
SecEooC

SEC.1

SWE.3

SEC.1/2

SEC.2

SEC.3

SEC.3

SEC.4

SEC.1/2

SEC.1/2

SEC.2

SEC.3/4

SWE.4

SWE.5

SEC.3

SEC.3

CS
Specifications

MAN.7

MAN.7

MAN.7

OEM

Tier-1

Tier-2

Typicall

boundary

If applicable
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safety financial operability privacy

authentication

physical inconvinience due to unexpected locking of the 

steering column while driving caused by a spoofed (valid) 

message

severe severe severe negligible

integrity

physical inconvinience due to unexpected locking (motor 

moves a bolt to a locking position without intended lock 

command) of the steering column while driving caused by a 

tampered function (implementation)

severe severe severe negligible

non-repudiation

physical inconvinience due to unexpected locking while 

driving caused by a re-played (authenticated and "valid") 

message

severe severe severe negligible

confidentiality
not applicable: no impact on road user seen if any information 

of function (implementation) is disclosed

availability

vehicle cannot be locked due to non-availability of locking 

function (motor will not moves the bolt to a locking position) 

caused by denial-of-function

negligible moderate negligible negligible

F: cost for repair 

moderate

O: vehicle cannot be 

protected from theft

authorization
not applicable: no authorization of lock command 

implemented, no role concept realized

S: assumed scenario: 

severe accident on a 

highway

F: total loss of the 

vehicle

O: vehicle cannot be 

used anymore

P: no personal data 

affected

justification

in case of lock 

command, the 

electric motor 

moves a bolt to a 

locking position 

of the steering 

column (if 

validation 

conditions are 

valid)

impact rating (S, F, O, P)

asset
cybersecurity 

property

adverse consequence

(damage szenario for road user)

Identification of Damage Scenario and Impact (System Level; Tier-1)

Tier 1 level architectural TARA

[LiMe23]
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Derivation of Cybersecurity Requirements

Tier 1 level architectural TARA
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Derivation of Cybersecurity Requirements

Tier 1 level architectural TARA Cybersecurity 

Goal

Cybersecurity 

Claim
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Derivation of Cybersecurity Requirements

Tier 1 level architectural TARA

RQ 1: “The lock command shall be 

authenticated using a Message 

Authentication Code (MAC).”
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Specification of Software Requirements

Tier 1 level architectural TARA

Validate 

Session 
Lock/Unlock

Flash Memory

SecOC

Secure OnBoard

Communication Module

Bus

RTE

Speed

SecOCSpeed

FlagSpeed

LockRequest

SecOCLockRequest

FlagLockReq
CSM

Csm_MacVerifyStart

Csm_MacVerifyUpdate

Csm_MacVerifyFinish

Validated Session Drive

Speed < PKL kmh && ..

Authenticated  

Speed 

Authenticated 

LockRequest

Basic Power 

Lock Motor
BPLM Module

Motor Position 

Monitor (ASIL 
D Safety)

ROM Memory

CodeBlock

Signature(CodeBlock)
Checked at 

start

Signature of Code 

Checked at Startup

2.

3.

4.

1.

6.

5.

7.

Red letters: Added
cybersecurity Controls

Note: This step is based on a vulnerability analysis at SW 
architecture level and leads to additional cybersecurity design views.

Crypto Service 
Manager

Hash Key PKL (parking mode limit)

Parking Mode Limit (PKL)

Software Cybersecurity Requirements for SW 
Implementation

Software Component
Cybersecurity Control in SW 

Architecture

IF (speedlimit parameter valid && speed valid && 
LockRequest valid) && (speed < speedlimit) THEN call

BPLM::Mlock

SessionVAL_LockUnlock.cAuthenticate Speed and 
Lock/Unlock Request and Validate 

the Lock and Unlock Session

IF (speedlimit parameter invalid || speed invalid || 
LockRequest invalid) THEN call BPLM::SafeState

IF (speed > speedlimit && LockRequest valid) THEN call
BPLM::SafeState

Configure Autosar SecOC and assign the AES-256 
algorithm to the MAC (Message Authentication Code)

SecOC.c

IF (speedlimit parameter valid && speed valid

&& LockRequest valid) && (speed < speedlimit) 

THEN call BPLM::Mlock
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Software Module Level SecEooC (Security Element out of Context) concept

Software Module Level SecEooC concept

• Tier 1 can outsource SW libraries and specific 
functions to third party suppliers. 

• Example boundaries at SecEooC level
• ESCL state manager

• Complex device driver (CDD) for the motor control as a 
software function. (lib)

• If contributed by a third party a vulnerability analysis at module 
level is necessary. 

• → separate TARA or enter the results of the vulnerability 
analysis to the Tier 1 TARA

• Example: processor with the MCAL SW 
(Microcontroller Controller Abstraction Layer).

• Comes with an integration manual: guidance about assumed 
assets, attack vectors, threat types, already built in and 
configuration guide for security controls, operational 
environment, and assumptions of use and configuration.
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