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Organiser
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@ Antonia Demele (Unverified) Y

9 Bernhard Sechser (External) Y

° Bernhardt Steger L

@’} Damijan Ekert %

IT (Information Technology) Security
is the protection of computer software,
systems and networks from threats that
may result in unauthorized information
disclosure, theft of (or damage to)
hardware, software, or data, as well as

from:the disruptionormisdirectionof the OT (Operational Technology) Security @ Detlev Aust (Unverified) 9
services they provide.

refers to the measures and controls used

to protect OT systems - which use specially 9 Dirk Mandery (External) 9

developed software to automate industrial
processes - from cyber security threats.

Product Security @ Doaa Badawy (Unverified) Y
includes the policies, processes and
practices used to protect a product's
software, hardware and digital services

from malicious attacks, data breaches and

: ) 5
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. . . . . . b= Rlchard Messnarz
Security and Certificates — (Simplified) Overview @
Andreas Riel Y

e Antonia Demele (Unverified) ¥

RC )

@ Bernhard Sechser (External) Y

° Bernhardt Steger
@Q Damjan Ekert &

OT (Operational Technology) Security @ Detlev Aust (Unverified) R

IT (Information Technology) Security

@ TISAX

-

e Dirk Mandery (External) &

Product Security @ Doaa Badawy (Unverified) Y

Cybersecurity Audit
(e.g.: Automotive SPICE® for Cybersecuri
Cybersecurity Assessment
(judges independently the cybersecurity of an

9 Dominik Feurer (External) Y

- o ql
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3 Richard Messnarz

Comparison of (basis of) (A)CSMS Audits @Ade .

@ Antonia Demele (Unverified) Y

ISO/PAS 5112 / ISO/SAE 21434 ~+ ™~ VDA QMC Audit Schema

« Based either on questionnaire of PAS 5112 and/ e (”VDA Redboo k”)

or (directly) on chapter structure of 1ISO 21434,
- » Catalogue of questions and rating schema for the

@ Bernhard Sechser (External) B

Bernhardt Steger )

[ auditing of OEMs and their subcontractors for ‘eg S Q
= | = ' information security. 2 A J
= = * Questionnaire (Q1 — Q9) covers all CSMS (Cybersecurity @ o g
—— Management System) aspects required by the UNECE R- etlev Aust (Unverified) &
) o 155.
Dirk Mandery (Ext I q
* During audit, usually each requirement is explicitely * For each question the auditor estimates the risk. 9 Itc Menceny (Exetnal &
checked (or Q1 — Q6). ;
( ) * (Overall) rating schema: C & A. @ Dossia Badaviy (Univeithed) Q@

* (Usually used) rating (for each question): D(eviation) —

— |(nformation) * Usually, audit is part of IATF 16949 (ISO 9001, ...).

. . @ Dominik Feurer (External) B
¢ Usually, an extra audit: Stage-1 and Stage-2 audit(s).

. ) 5
@ Geipel Thomas (XC-AS/EPG1) (...

7
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