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ASA Certified Automotive Cybersecurity tester
Overview

The Consortium is composed by 

Companies, Universities and 

Certifications Provisors

Partnership

The target domain is Automotive 

Cybersecurity. Strict and proper 

testing is required

Domain

Maintain evolving skillset. 

Address need for certified 

Cybersecurity testers

Vision
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ASA Certified Automotive Cybersecurity tester
Project Motivations

Automotive Technology Cybersecurity Technology Liability

Increased connectivity

Attack surfaces in 

continuous evolution.

Technology evolution

Autonomous and connected 

vehicles technologies.

Attack sophistication

Low foot-print attacks. 

AI as an attack medium.

Defense sophistication

AI as a defense medium. 

Big Data processing.

Stringent regulations

Regulations mandates OEM

to establish proper testing.

Professional reliability

Cyber testers to be 

officially recognized.
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Skillset definition
Define the base 

knowledge to promote 

along the course

Certification
Establish certification 

framework for defined 

skillset

Training Modules
Develop training modules 

and exercises

Online Academy
Develop an online 

academy with 

certification exams

Dissemination
Promote the course 

among working groups 

and public events

Certification framework

Recognition framework

Skill Definition

Skill RoadMap

Practical Exercises

Training Material

Academy Setup

Exam portal Setup

Done

In Progress

Not Started

Mar 2025 - Jul 2025 Mar 2026 - Jan 2027

Jun 2025 - Mar 2026Sep 2024 - Mar 2025 Mar 2025 - …

May 2027

ASA Certified Automotive Cybersecurity tester
Project Status
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● Automotive Standards for Cybersecurity

● Modern Vehicle Architectures

● Typical HAD 3-5 (Highly Autonomous Drive) 

vehicle assumptions and vulnerabilities

● Cryptography essentials

● Automotive recommendations and guidelines 

(NIST)

● Intrusion Detection Systems (IDS) & Firewall

● Communication at ECU & HPC Level

● Defense-in-Depth Architectures at ECU & 

HPC Level

● Norm for Security Certificate of a vehicle PKI 

at ECU & HPC Level

● Verification Strategy

● Test Case Design

● AI driven test case generation

● Verification at SW coding level

● SW/System Integration Verification for Cybersecurity Use Cases

● Linux  architecture - - Service Layer specific verification approach

● Verify SW Build of Material (SUMS) - - SW Update Verification

● Verification and Validation Reporting

● Typical Verification Environments (different examples, awareness level)

Training Materials

Training
Modules

Exercises

Certification

Exams
Practical 

Tests

Norms and Vehicle Architecture Essentials for Cybersecurity

V&V Methodologies

Cybersecurity Architecture V&V Approach

Learning by doing!! Curriculum Structure

Free training available at European level

Full certification course upon subscription

ASA Certified Automotive Cybersecurity tester
Project Technical Focus
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ASA Certified Automotive Cybersecurity tester
Project Technical Focus
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ASA Certified Automotive Cybersecurity tester
Project Results
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Offer new carrier opportunities with certified 

skills for future professionals

Automotive cybersecurity will benefit from 

qualified personnel

A new standardized approach for training with a 

focus on hands-on methodology

Publication of the produced documents on the 

Erasmus+ Platform

Publication of Massive Online Open Course at 

the European level

Dissemination through conferences, papers and 

among working groups

• Project Link, access the project results and monitor for progress. Interact with us if any proposal

• How to be involved, keep in touch to get pilot phase trials and initial free access for testing and refining

• Contacts

Project impacts
Benefits and dissemination strategy

Expected Benefits Dissemination

Stay tuned
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THANK YOU
Reach Out
www.kineton.it

cybersecurity@kineton.it

http://www.kineton.it/
mailto:cybersecurity@kineton.it
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