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Motivation

* ASPICE 3.1 extension
* Assignment of ISO 26262 clauses to BPs and GPs
* Design of so called extended sub-questions per BP/GP

. rartls 4,5,6,7 of ISO 26262 mapped in detail and integrated to the portal, other parts mapped on a general
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Approach
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v Safety Audit
v’ Check per process using extension
v’ Rating BPs/GPs up to L2
v’ Traceability of the safety case
v’ Process rating done based on ASPICE

v Safety Assessment:
v’ Check per Safety Goal
v’ Technical Review along V Model
v’ Traceability of the safety case
v Work Products related will be checked

Kreiner C. et al. (2013) Automotive Knowledge Alliance AQUA —
Integrating Automotive SPICE, Six Sigma, and Functional Safety. In:
McCaffery F., O’Connor R.V., Messnarz R. (eds) Systems, Software and
Services Process Improvement. EuroSPI 2013. Communications in
Computer and Information Science, vol 364. Springer, Berlin, Heidelberg



Safety Audit

v' Safety Audit

v’ Process Related
comments

v" ASPICE Report with
levels

v' Usually level 2 is the
target (level 1 gaps
are critical)

v' Deviations written
to a ISO 26262
assessment sheet
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+ ACQ.4 Supplier Monitoring
+ MAN.3 Project Management
+ SUP.1 Quality Assurance
+ SUP.8 Configuration Management
+ SUP.9 Problem Resolution Management
+ SUP.10 Change Request Management
+ SWE.1 Software Requirements Analysis
+ SWE.2 Software Architectural Design
+ SWE.3 Software Detailed Design and Unit Construction
+ SWE.4 Software Unit Verification
+ SWE.5 Software Integration and Integration Test
+ SWE.6 Software Qualification Test
= 5YS.2 System Requirements Analysis
» SYS.2 1
» SYS5.22
» SYS.23
» SYS.24
» SYS5.25
+ SYS.3 System Architectural Design
+ 5Y5.4 System Integration and Integration Test
+ SYS.5 System Qualification Test
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Specify system requirements. Use the stakeholder requirements and changes to the stakeholder requirements to identify the required functions and capabilities of the system.

Specify functional and non-functional system requirements in a system requirements specification. [OUTCOME 1, 5, 7]

ISO 26262 Extended Questions:

- Is the HARA analysis complete, consistent and the ASIL assignment correct, and is there a clear formulated safety goal?

- Are functional safety requirements in line with the safety goal

- Are technical safety requirements in line with the functional safety requirements (Requirements, interfaces, constraints, ?), and ASIL rating?

- Are all technical safety requirements marked as safety requirements and referred to their source (ISO 26262, ECE, SAE, ?)?

- Are semiformal notations used for ASIL C and D?

- Does the technical safety concept specify the necessary safety mechanism and control/monitoring systems to achieve all safety goals on time immediately or by

warning/degradation concept, including correct prioritization and conflicting safety strategy?

- Are all relevant measures specified to detect all possible failures/failure combinations including all operation modes and interactions with other systems/items?

- Only applicable for ASIL C/D requirements. Are the safety mechanisms specified to prevent faults from being latent?

- Only applicable for ASIL C/D requirements. Is the multiple-fault detection interval specified to aveid multiple-point failures and to be consistent with the avoidance of latent

faulte2
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Strengths:

Budic:

HARA done by customer, LE contains 7 safety goals as top level requirements,

system requirements module SYRS ProdName baseline 10.4, safety regs. are filtered

by ASIL attribute. Links are done from req. module to the customer Highest

ASIL is ZSIL C. ... etc.

So far 98% of the ASIL classified regquirements ars released and reviewed.

Weaknesses:

Comments/Suggestions:

Evidence: SYRS_ProdName baseline 10.4, System PIC 5YRS_123%
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Safety Assessment
v Safety Assessment .
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v’ Per Safety Goal P e
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v' Technical Details — e

+ ACQ.4 Supplier Monitoring

Ch eCked by Safety All Units SYs.21: B summary Notes Bl save Al i Recommendations ] Ru\es.‘ﬁﬁb
Expert (more detail L ety o

+ SUP.8 Configuration Management ¥ SYS.2.BP1 Specify system requirements. Use the stakeholder requirements and changes to the stakeholder requirements to identify the required functions and capabilities of the system.
H + SUP.9 Problem Resolution Management Specify functional and non-functional system requirements in a system requirements specification. [OUTCOME 1, 5, 7]
t an in + SUP.10 Change Request Management
+ SWE.1 Software Requirements Analysis 1SO 26262 Extended Questions:
+ SWE.2 Software Architectural Design - Is the HARA analysis complete, consistent and the ASIL assignment correct, and is there a clear formulated safety goal?
\/ E f h AS P I C E 1 + SWE.3 Software Detailed Design and Unit Construction - Are functional safety requirements in line with the safety goal
Ve n | t e |S + SWE.4 Software Unit Verification - Are technical safety requirements in line with the functional safety requirements (Requirements, interfaces, constraints, ?), and ASIL rating?
+ SWE.5 Software Integration and Integration Test - Are all technical safety requirements marked as safety requirements and referred to their source (ISO 26262, ECE, SAE, ?)?
H + SWE.6 Software Qualification Test - Are semiformal notations used for ASIL C and D?
a p rO Cess C h ec kI |St = SYS.2 System Requirements Analysis - Does the technical safety concept specify the necessary safety mechanism and control/monitoring systems to achieve all safety goals on time immediately or by
» SYS.21 warning/degradation concept, including correct prioritization and conflicting safety strategy?
» SYS.22 - are all relevant measures specified to detect all possible failures/failure combinations including all operation modes and interactions with other systems/items?
we fO I I ow th e V an d . syso 3 - Only applicable for ASIL C/D requirements. Are the safety mechanisms specified to prevent faults from being latent?
— - Only applicable for ASIL C/D requirements. Is the multiple- fault detection interval specified to avoid multiple-point failures and to be consistent with the avoidance of latent
d t . faults?
O pe n p rO U C + SYS.3 System Architectural Design N O PO L@® FO Not App. O E vote
. + SYS.4 System Integration and Integration Test Strengths:
deta i IS +SYS.5 System Qualification Test Rssessmenc - safecy Goal I - Frevent fire - do not exceed max temp
SYRS_Prodame contains the requirements and the technical safety design. The signal flow chain shows

the safety critical signals and assigns ASIL consistently to the components. Two temp sensors are used,

v' Deviations written e S e e B il B S M e,
to a ISO 26262 Fj??e:il;?nc - Safety Goal 2 - Report Error to Vehicle Controller MCU
ki 5
assessment sheet T

2ssessment - Safety Goal 1 - Prevent fire - do not exceed max temp

The signal NTC_1_temp is included in the HSI but the ASIL decomposition (should be ASIL B) is not set.
2150 the system concept states that the safe switch off of loading can not be interfered by the CPUL
and SW, but thers is an OutpPUT o a gate that shows an interaction. The circuit of that gate needs to
be checked, if interfsrence is not possible.

Comments/Suggestions:
Evidence: SYRS_ProdName baseline 10.4, System PIC SYRS_1234
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Approach — 2 reports

v" Process based Audit Report — ASPICE with extension

UNITS

MAN.3 Project Management

SUP.1 Quality Assurance

SUP.8 Configuration Management

SUP.10 Change Request Management

SWE.1 Software Requirements Analysis

SWE.2 Software Architectural Design
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SWE.6 Software Qualification Test
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v' IS0 26262 assessment sheet — Using ASPICE extension as an input, apply safety expert know how, add product findings to portal, fill in the

ISO 26262 assessment sheet

IS5026262 reference in scope < COmpany» Action Plan
D of Evidences Referenced from the Drgamisation Rating Improvement Recommendation
FPa |Cl |Re Workproduct Sub- assessm
it |au |q Workproduct ent Prigrity
26| 3 82| Safety goals Yes Safety Casze W14, chapter 4.8: Main FSC requirements related to Safety goals are described, ASIL B ratingiz  |F Mote: Turning indicators incorrectly on is not cowered? This is whers the market seems to have
highest lewel [is state of the art For HCM systems] ASIL-EY
2B 3 B3| Verifization repart Yes Thizs iz done by the customer.
on H&R and SGs
27| 3 2] 51| Functional safety Yes Safety Casze W14, chapter 4.8: Main FSC requirements related to Safety goals are described, ASIL B ratingiz  |F Mote: Turning indicators incorrectly on is not cowered? This is whers the market seems to have
concept highest lewel [is state of the art For HCM systems] ASIL-EY
28 3 B2 Werification repart es Informal review of functional sakety concept is visible in the change log of the sakety zase w14, L A barmal review with a person independent from the author and using a checklist is missing.
on functional sakety
concepk
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