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What is CYBERENG?
Certified Cybersecurity Engineer and Manager Course

• 2-year (2020-2022/23) Erasmus+ co-funded project

• Project aims to

• Define needs and training for cybersecurity engineer and manager (needed in 

Sys&SW&HW development of modern electronic automotive systems, V2X 

communication)

• Main outcome is to develop training courses and material for the industry and 

universities.

• 2 – 5 days course

• Including international certificate & Automotive Skills Alliance Digital Skills Badge

• Course will be included in the university study & offered to industry as well
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The European Commission's support for the production of this publication does not constitute an endorsement of the contents, which reflect the 
views only of the authors, and the Commission cannot be held responsible for any use which may be made of the information contained therein.



The European Commission's support for the production of this publication does not constitute an endorsement of the contents, which reflect the 
views only of the authors, and the Commission cannot be held responsible for any use which may be made of the information contained therein.

Why Cyber Security?

• Project tackles demanded skills and competences for cyber security in 
automotive domain since the sector is becoming more and more 
dependent on the software.

• Cyber security and digitalization are among the main driving factors of 
the automotive industry as well as the transition to the electric vehicles 
which will require even more software-oriented approach.

• Least but not last – homologation need
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Unit 1 Cybersecurity Management 
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Process starts with definition of an Item

Followed by the identification of relevant Assets

Based on identified threats potential

damage scenarios are analyzed

And used to define Cybersecurity Goals

ISO/SAE 21434 – RISK BASED APPROACH
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Unit 2 Cybersecurity Operation and 
Maintenance  
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Unit 3 Engineering Aspects of Cybersecurity

Cybersecurity 
Goals
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Sheet

Analysis Requirements Example

System Level 
Threat Model(s)

Software Level 
Threat Model(s)

Hardware Level 
Threat Model(s)

Cybersecurity 
System Reqs.

Cybersecurity SW 
Reqs.

Cybersecurity 
HW Reqs.

Asset: Mobile Phone Unlock command received by steering lock ECU
Cybersecurity Goal: Prevent unintended steering unlocking due to malicious 

unlock command.

Sys. Req. Ex.1: Unlock command shall be authenticated.
Sys. Req. Ex.2: Non-repudiation of unlock command shall be ensured by 

logging the last 50 commands in a ring buffer.

SW. Req. Ex.: Use the CSMMacVerify*() functions of the CSM (CSM 
Cryptographic Service Manager) Library to verify the authenticity of received 

unlock commands.

HW. Req. Ex.: A hardware security module (HSM) with a secure flash memory 
shall be used to store the private key material for message authentication

T
A

R
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Unit 4 Testing Aspects of Cybersecurity
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How to get involved?

• Actually, the course is having its first baseline - https://academy.eurospi.net/
• needs analysis

• Needs Analysis based on the stakeholder survey

• details of the skills sets:

• Skills Browsing Manager & Skills Browsing Engineer

• CYBERENG Pilot training will be offered Q3 – Q4 2022

You can join other already done courses at https://learn.drives-compass.eu/
• 28 MOOC courses available for free

• Developed by the European strategic partnership DRIVES (20 partners from 11 countries, including 
ACEA, CLEPA, ETRMA)

https://academy.eurospi.net/
https://www.project-cybereng.eu/wp-content/uploads/2021/06/CYBERENG-IO1-Study-About-Requirements.pdf
https://www.iscn.com/projects/exam_portal/DirTree/index_ecqa.php?id=169
https://www.iscn.com/projects/exam_portal/DirTree/index_ecqa.php?id=170
https://learn.drives-compass.eu/
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Thank you

www.project-cybereng.eu

http://www.project-cybereng.eu/

